


Common Framework for Networked Personal Health Information:
Consumer Consent to Collections, Uses, and Disclosures of Information

When a service or It should ...
application seeks to ...

Collect or use identifiable consent, how long the data will be stored, etc.) (See CP2:
information’ directly from Policy Notice to Consumers.)
consumers ...

* Provide adequate notice to consumers of practices used
regarding personal data.

(Notice should include what information the service collects, the
purpose for which it is collected, whether subsequent
transactions of the same type will be covered under the initial

* Obtain consent from the consumer prior to collection or use of
such data.

(Collections or uses that would be unexpected by a reasonable
user should be subject to additional independent consent, which
should be obtained from users in advance of the unexpected
collection or use.)

When a service or It should ...
application seeks to ...

Collect or use indirectly identifying
information® about consumers ...

* All of the above, plus:

» Set forth in policy notices all collections of indirectly identifying
information — and the purposes and uses of such collections.

¢ Obtain consumer’s independent consent prior to disclosing to
unaffiliated third parties any information that can be directly
or indirectly identifiable to an individual.
(See CT4: Limitations on Identifying Information.)

Examples of identifiable health information include:

Contact information (e.g., name, address, e-mail address, phone number)

Demographic information (e.g., date of birth, zip code, gender)

Unique identifiers (e.g., social security number, health plan member 1D)

Health information (e.g., health status, lifestyle, habits, specific diagnoses, prognoses, test results, medications, medical
services, health interests, health goals, family medical history, etc.)

Financial information (e.g., credit card number and expiration date)

Clinical and claims transactions

We loosely define “indirectly identifying information” as data that is not individually identifiable at the point of collection, but that

may used to uncover identity through analytic or linkage tools, or at least build a more complete profile of an individual.
Examples of such data include:

Clickstream, cookies, web beacons, and other similar methods

IP addresses

Search strings

Data from other information brokers (e.g., household income, number of children, homeownership or rental status,
magazine subscriptions)
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When a service or It should ...

application seeks to ...

* All of the above, plus:

* Obtain the consumer’s consent prior to collecting or

Collect or use identifiable using information about the consumer from unaffiliated third
information about consumers parties.

from unaffiliated third parties ...

¢ Use an independent consent mechanism for collections or
uses of third-party data that are likely to be unexpected by a
reasonable consumer.’

 All of the above, plus:

» Employ notice and consent mechanisms that set forth all
disclosures of personal information to third parties —
including the purpose for, the uses of, and the policies

Disclose identifiable information . "
governing such disclosures.

to unaffiliated third parties ...

* NOT disclose or expose to a third party information sufficient
to identify a consumer, or to enable the third party to target
the user directly, unless and until the consumer has provided
independent consent to do so.°

When a service or It should ...

application seeks to ...

* Provide adequate notice to consumers of the collections,
uses, and disclosures of information designated as
“de-identified data” — including the purposes for such
collections, uses, and disclosures. Such notice should define
what information is considered “de-identified,” describe what
processes are employed to make it so, and explain the

Collect, use, or disclose potential risks of “re-identification.”
“de-identified” data ...

¢ Obtain general consent from the consumer prior to collection,

(See CT4: Limitations on use, or disclosure of such “de-identified data.”
Identifying Information.)

 Prohibit, contractually and/or through other means,
any unaffiliated third parties to which “de-identified
data” is disclosed from attempting to “re-identify” the
data by, among other things, combining it with other
databases of information. (See CT4: Limitations on
Identifying Information.)

° As an example, a reasonable consumer might expect her doctor’s system to have gathered results from a third party laboratory

service, or for her insurance company to know how much she paid as a co-pay. This type of information collected from third
parties is less likely to be surprising to reasonable consumers. (See Appendix A of CT4: Limitations on Identifying
Information for a contrasting example of a reasonable consumer being surprised by data sharing among third parties.)

10" Legitimate exceptions may include complying with reasonable requests from law enforcement authorities. General policies for
complying with law enforcement requests should be stated in the policy notice. (See CP2: Policy Notice to Consumers.)
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